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Abstract. A purcly peer-to-peer version of electronic cash would allow online
payments 0 be sent directly from one party to another without gomng through a
financial matitubion.  Digital signatures provide part of the solution, but the mam
benefits are lost if a trusted third party s stll required to prevent double-spending
W propose a solution to the double-spending problem using o peer-to-peer network
The network bmestamps transactions by hashing them into an ongong chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work, The longest chin not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPLU power. As
long as a majonty of CPU power s controlled by nodes that are notl cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure.  Messages are broadcast on a best effort
basis, and nodes can leave and rejon the network at will, aceepting the longest
proof-of-work chain as proof of what happened while they were gone
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Symmeltric Key Size RSA and Diffie-Hellman Key Size Elliptic Curve Key Size
(bits) (bits) (bits)
80 1024 160
112 2048 224
128 3072 256
192 7680 384
256 15360 a21
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